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Research on Experiment Teaching of Software Vulnerability Analysis

PENG Bi-tao, WANG Chang-ji, LUO Hai-jiao

(School of Cyber Security, Guangdong University of Foreign Studies, Guangzhou Guangdong 510006, China)

Abstract: According to the characteristics of the software vulnerability analysis, the construction difficulties and

challenges of the course experiment are analyzed, construction guiding idea is proposed, and the experiment content is

designed which includes the commonly used software security tool, stack overflow, heap overflow, Shellcode writing, other

memory exploitation, other types of software vulnerability, Windows security mechanism, and CVE analysis and

exploitation. At last, it summarizes the whole experimental teaching content, and points out that the improvement and

direction of future construction.
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